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PEGA ROBOTIC AUTOMATION RUNTIME OVERVIEW 

Pega Robotic Automation version 9.0 integrates with the user interfaces of your applications to let you create 
and run automations that improve productivity and efficiency in your enterprise.  

Version: 9.0 

 

KEY BENEFITS 

Benefits of Pega Robotic Automation Runtime: 

• Creates Robotic Process Automation (RPA) robots that automate time-consuming manual tasks with 
no human interaction 

• Creates Robotic Desktop Automations (RDA) that help users work faster and more efficiently, by 
simplifying and automating business processes and transactions on their desktops 

Benefits of integrating Pega Robotic Automation Runtime with CyberArk Secrets Manager: 

• By combining Pega Robotic Automation with CyberArk, you can build automations that work 
seamlessly in a secure environment 
 

 

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION 

 

SECRETS MANAGER INTEGRATION 



 

 

RPA Robots use the local credential provider to communicate with the CyberArk Vault. The CyberArk Vault 
contains credentials for accessing the Robot Manager, logging into Windows, and logging into applications. 

• No additional servers or hardware are required to support CyberArk 

 

CREDENTIAL RETRIEVAL 

• Credential retrieval is on-demand from each Robot as credentials are required 

• Credential retrieval occurs at multiple points within the life cycle of a Robot 
o Windows login 
o Register with Robot Manager (required for management and work assignments) 
o Application login 

• Credentials may be stored in CyberArk in a structure based on your corporate policy/requirements 

 

SECRETS MANAGER INSTALLATION 

Refer to the “Credential Provider Implementation Guide” for CyberArk Agentless installation and 
configuration. 
 

SECRETS MANAGER CONFIGURATION 

The following sections provide details on Pega Robotic Automation Runtime configuration with CyberArk 
Secrets Manager. 
 

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS 

To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA) 
interface: 

 Log in as user allowed to manage applications (it requires Manage Users authorization) 
 In the Applications tab, click Add Application. The Add Application page appears. 
 

 



 

 

 

 Specify the following information:   

• In the Name box, specify the unique name (ID) of the application. The recommended Application 

ID for this integration is: PegaRobotics_RPA_Insurance 

• In the Description box, specify a short description of the application that will help you identify it.  

• In the Business owner section, specify contact information about the application’s business 
owner.  

• In the Location box, specify the location of the application in the Vault hierarchy. If a location is 
not selected, the application will be added in the same location as the user who is creating this 
application. 

 

  Click Add. The application is added and is displayed in the Application Details page.   
 



 

 

  

 
 

 Check the Allowing extended authentication restrictions box. This enables you to specify an unlimited 
number of machines and Windows domain OS users for a single application.   

 Specify the application’s Authentication details. This information enables the Credential Provider to 
check certain application characteristics before retrieving the application password. Pega Robotic 
Automation expects to authenticate using a path and an application hash. 

 In the Authentication tab, click Add. A drop-down list of authentication characteristics is displayed. 

 Select the authentication characteristic to specify.  

 Select OS user. The Add Operating System User Authentication window appears. 

 

 Specify the name of the OS user who will run the application, then click Add. The OS user is listed in 
the Authentication tab. 

 Specify the Certificate Serial Number. 

 



 

 

Instructions on how to get the Certificate Serial Number: 

Windows: 
Start -> certmgr.msc (Current User) -> expand Personal -> select Certificates -> double-click on certificate to 
open 
Start -> certlm.msc (Local Computer) -> expand Personal -> select Certificates -> double-click on certificate to 
open 
 
If the first two options do not work in your env: 
Start -> mmc.msc -> File; Add/Remove Snap-in -> Certificates -> Add -> OK -> you may be prompted to choose 
Local Computer or Current User -> OK 
Expand Certificates -> Personal -> Certificates -> Double-Click on a certificate to open. 
 
Once the certificate is open -> Details tab -> Serial Number is in the list of values shown 
 
Once the certificate is open 
OpenSSL 
openssl x509 -in <cert file name> -serial -noout 

 

- This is the most secure way to authenticate the application for CCP 

- The following are enhanced ways of authenticating 

 

 Specify the application’s Allowed Machines. This information enables Secrets Manager to make sure 

that only applications that run from specified machines can access their passwords.   

• In the Allowed Machines tab, click Add. The Add allowed machine window is displayed.   

 

• In the Address box, specify the IP/hostname/DNS of the machine where the application will run 
and will request passwords, then click Add. The IP address is listed in the Allowed Machines tab.  

 
Here is a sample application authentication after the authentication is entered. 



 

 

 
  



 

 

PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS 

For the application to perform its functionality or tasks, the application must have access to particular existing 
accounts, or new accounts to be provisioned in CyberArk Vault.  

In the Password Safe, provision the privileged accounts that will be required by the application. You can do this 

in either of the following ways:   

• Manually – Add accounts manually one at a time, and specify all the account details.   

• Automatically – Add multiple accounts automatically using the Password Upload feature.  

 For this step, you require the Add accounts authorization in the Password Safe.  

For more information about adding and managing privileged accounts, refer to the Privileged Access Security 
Implementation Guide. 

 

Once the accounts are managed by CyberArk, make sure to setup the access to both the application and 
CyberArk Application Password Providers serving the Application. 

Add the provider user (where the Central Credential Provider is installed) and application users as members of 
the Password Safes where the application passwords are stored. This can either be done manually in the Safes 
tab, or by specifying the Safe names in the CSV file for adding multiple applications. 

 Add the Provider user as a Safe Member with the following authorizations: 

• List accounts 

• Retrieve accounts 

• View Safe Members 

Note: When installing multiple Providers for this integration, it is recommended to create a group for 
them, and add the group to the Safe once with the above authorization. 

 



 

 

 

 Add the application (the APPID) as a Safe Member with the following authorizations: 

• Retrieve accounts 

 

 

 If the Safe is configured for object level access, make sure that both the provider user and the 
application have access to the password(s) to retrieve. 

For more information about configuring Safe Members, refer to the Privileged Access Security 
Implementation Guide. 

 

 

PEGA ROBOTIC AUTOMATION RUNTIME INSTALLATION & INTEGRATION CONFIGURATION 

Refer to “Pega Robotic Automation Runtime 9.0 Installation Instructions” for Pega Robotic Automation 
Runtime installation. 
 

To configure a robot to use CyberArk for credential management, you must modify two configuration files: 

• CommonConfig.xml 

• CredentialManagerConfig.xml 

The changes that you must make to the CommonConfig.xml file to enable CyberArk integration are shown 

here: 



 

 

 

 

The CredentialManagerConfig.xml file provides granular control for locating credentials within CyberArk. You 

can use the following variables in this file: {AdminOperator}, {RobotName}, and {AdapterFriendlyName}. The 

system replaces these variables with the actual values for the robot before 
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requesting credentials from CyberArk. This allows you to deploy a standard configuration for your robots 

when you use standard naming conventions for Object Names. 
 

 
Name Used for… 

WindowsUser logging into a Windows session 

AdminOperator communication between Robot and Robot Manager 

RuntimeUser starting Runtime as a user other than the logged in WindowsUser 

Default applications that are not specified within the file 

{ApplicationName} credentials that require a storage strategy within CyberArk that is 
unique to this application 
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